Greater focus on importance of demographic information in OOTW, pre- and post-conflict operations.

· Tribal

· Religious

· Ethnic

· Socio-economic

· Political loyalties

· Much of this can be collected pre-conflict through contractors in a non-covert manner.  No need to rely on costly work of CIA, DIA etc

The common sense approach to having all concerned entities contribute to a central incidents database has been tried and largely failed in Iraq.  It failed due to a combination of commercial and egotistic issues.
· Need to make it contractually required 

Difficulty in procuring mapping

· Fused mapping products

· Soft copy mapping support

· Mapping posted to a website if printing and dissemination is an issue.
· Most mapping support (in Iraq) is provided by local military units that become increasingly reluctant to share limited resources as their tour goes on.  There is scope to become provider of mapping services to contractors in conflict/remote areas and to make these maps commercially attractive (especially to an ex-military audience) by fusing imagery shots.

Databasing of crucial assets at a national/contractual level and repository of available assets for contractors

· Massive contractual issues

· Almost like a classifieds for contractors

Formalization of the declassification process within the DoD
· Current process is unwieldy and very poorly understood

· Most of the FDO’s encountered in Iraq were not even military intelligence due to current capability gaps, therefore even more unsure of themselves and cautious

· DoD must be made aware of the operational implications of not sharing classified information

Strength of civilian HUMINT collection

· Capability gaps in US system

· Poor or non-existent support to non-military groups

· Current very low level of capability given deployment of Reserve and Guard units

· Solves declassification issue

· Contractual requirement to have an impartial third party do ground truthing for release of funds with reconstruction/infrastructure efforts.
· For pre-conflict studies could teams of contractors be deployed and compile a ground/infrastructure study that is inherently unclassified and sits on a shelf for release to contractors when and if required?

How can information be displayed/disseminated to give situational awareness of blue movements (both civilian and military) without compromising security or commercial concerns?

Capturing of corporate knowledge
· Need to have reconstruction rolled into DoD ‘Lessons Learned’ databases and information collation deployments of historians/analysts

· Ensure operational analysts are attuned to strategic implications of reconstruction effort for feedback into Pentagon.

Information Sharing Architecture

· Authors bias to ROC structure

· Possible commercial sensitivities in this.  Aegis trying to market model into Afghanistan and other areas.  Down side to this model is massive cost.  Could really be scaled back if responsibilities were limited to communications and intelligence.

· Architecture needs to be unclassified and accessible for personnel across a wide range – nationality, security clearance (should be irrelevant), commercial entities, areas of interest.  Should also incorporate an access vetting process and the best possible level of commercial encryption.

· Needs to hold information that is fused from multiple sources – media (not just cut and paste but real media analysis), declassified government information and information collected from contractors.  

· Assumed areas of client interest will be in project planning, feasibility studies, insurance calculations, and force protection (both linear and point based).

· The scope for improvement in this is almost limitless given the current problems with information available to contractors without security clearances.

· Initial thoughts would be to have an ability to have all of the demographic, media and incident/security data fused in order to allow for a partially automated analytical process resulting in a graphical product.

· E.g., map of Baghdad, pressure sensitive screen and line drawn along proposed route.  Automated analysis gives a graphical display of all related incidents along said route, with links to media reports, a breakdown of tribal/ethnic issues and access to past patrol reports.

· Need to be able to represent what areas of a country are permissible for reconstruction in order to give accurate and timely feedback to potential donors.

