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Background:
As a result of the Indian Ocean Tsunami that struck several nations in the South Asia area on December 26, 2004, US Naval forces were re-positioned to provide multi-dimensional support to the civil-military relief effort.  The humanitarian response is the most extensive and complex in world history, involving thousands of aid workers assessing damages and providing relief over more than 4,000 miles of littoral area; equivalent to the entire coastline of the United States.  This event is unprecedented, and while disastrous, will be valuable for witnessing and documenting the emergency response architecture.  

In coordination with OSD-NII, OFT, and DCNO for Warfare Requirements and Programs (N6/N7) sponsored a team sent to observe civil-military C4ISR activity and collect US Joint Task information in Indonesia for approximately ten days.  They were sent to collect, integrate, inform and document information issues in technology, charters, data elements, net centric architectures,  international interoperability, and US Joint Task Force assessments actions effectiveness of each part of the C4ISR response. 

The information collected can be considered for future incorporation into preparedness of future naval response operations as well as obtaining insight into the C4ISR tradeoffs required to balance large-scale NGO operations simultaneously with ongoing real-world military operations.  One of the key experiences was in the gathering of non-traditional information from diverse sources to help gain a better understanding of Naval “reach-forward” concepts to assist in humanitarian relief efforts.

Team Members: Dan Engle, CEO of NextNet Consulting, Dr Eric Rasmussen, CDR USN, Dr David Warner, Director of Mindtel

Duration: 06 January 2005 through 18 January 2005

Locations Visited: Combined Support Force-536 Command (Utapao Thailand), Jakarta Indonesia, USS Abraham Lincoln (off the coast of Banda Aceh, Sumatra Indonesia), Banda Aceh, (Military and Civilian Airfields, disaster sites, and UN/NGO Compound) and Singapore.

Significant Person or Persons Visited by Title and Location: CTF-72 Liaison Officer (Utapao), NAVFOR Watch (Utapao), PACOM Disaster Relief Team (Utapao), CO, VP Squadron (Utapao) CCSG-9 Chief of Staff (Utapao), Several individual NGO workers (Utapao) too many to name, Nigel Snoad UNJLC (Jakarta), Commander CSG-9 (Lincoln), CAG-2 (Lincoln), N3, N2, N6, N61, N62, N001 CSG-9 (Lincoln), LNO Banda Aceh (Lincoln) LNO Medon (Lincoln), Helicopter and Fixed Wing pilots from CAG-2 (Lincoln). Marine Commo (Banda Aceh Mil Air Field) USAID (Banda Aceh) UN Coordination Liaison (Banda Aceh) USN Air Ops (Banda Aceh), UNJLC (Banda Aceh UN/NGO Compound)

Composition: All paragraphs are numbered and dates are included to tell the story. There are specific recommendations throughout this paper from the people I interviewed or spoke with. In all cases, where I have quoted or used comments from someone, they were taken directly from my recordings. Many of these individual recommendations in the body of the paper are superb and the insight of the war fighter that I took them from is far beyond my own. My specific recommendations are at the end of the paper. I have included CDR Eric Rasmussens’ recommendations at the end of mine for those of you that didn’t see his and also we had very similar thoughts.

This was a very successful relief operation. It was my job to look at the things that didn’t work or could be improved upon. The dedicated military, UN and NGO personnel that made it happen are heroes.

08 January

1. We arrive in Bangkok and check in to the Amari hotel.  In the afternoon, CDR Rasmussen and I depart for CSF-536 Utapao Thailand

CSF-536, UTAPAO THAILAND

2. We arrive in Utapao Thailand and report into CSF-536 at approximately 1500 and stay for 4hours. During our 4 hour stay I was introduced to the Civilian Component of 536 in the COORDINATED COMMAND CENTER (CCC) and introduced myself to the Naval FORCE component in the JOINT COMMAND CENTER (JOC). 

3. The JOC and CCC are located in the same building separated only by a single wall and connected by a door. I call the wall the great situational awareness divide. (Dan)

OBSERVATIONS: (Dan)
4. The JOC and CCC displayed PPT slides on the large screen. The PPT were simple slides they consisted of aircraft status etc. The slides were static in nature. From my point of view provided little value added from an information awareness standpoint. The lack of a Web enabled Common Operational Picture (WEBCOP type tool) prevented any type of Disaster Space awareness. The effect on shared awareness between militaries, UN and NGOs was profound. 

 JOC:

5. Communications were limited to phone lines (minimal), radios, email accounts (some using HOTMAIL accounts). The NavFor personnel were not using any type of chat tool, a WEBCOP type capability or anything remotely similar.

6. The APAN website was not utilized by any of the military watch standers while I was observing nor were they aware it existed. Situational awareness of the Humanitarian Relief efforts from the JOC floor watch standers was virtually zero due to the complete lack of tools and processes in place to support this type of effort.

CCC

7. Initial introduction to the CCC was observing NGO personnel discussing how to obtain commercial imagery for damage assessment despite CTF-72 representative (P-3’s) less than 30 feet away on the other side of the wall. More on this issue later.

8. APAN website is the designated shared awareness tool for the CMOC( www.apan-info.net ). It was supposedly “locked down” by the PACOM J6 due to overuse which obviously prevented it from being accessed theater wide.  I couldn’t confirm the “lock down” statement,  I only confirmed that it was unusable by the Strike Group.

9. Apparently APAN site has been in development for over 5 years and used in several exercises with success.

10. PACOM civilian personnel stated that  Lotus Same-Time was the designated collaborative tool. I asked if it could be obtained freely and without a license and they could not answer my question. I was told to go to the APAN site and download Same-Time which I tried from the USS Abraham Lincoln later and was unable to access the site. Hence, no Same-Time.

11. PACOM civilian personnel were not aware of the following documents; UNHCR handbook for Emergencies, Refugee Registration, JP on Foreign Humanitarian Assistance. This was disturbing to me since they were in charge of the civilian side of the effort. 

JOC/CCC Comments (Dan): 

12. In my opinion, the JOC and CCC could have been helped immensely from the use of an easy, intuitive unclass situational awareness tool that could be used by all. I observed confusion and a lack of awareness from a strategic point of view. The watch standers in the JOC knew what they were supposed to do but did not know what was going on outside of their particular area of focus. The CCC personnel seemed particularly information deprived. It may have simply been the time of day I was there or characteristic of all disaster relief operations. The lack of imagery in the CCC with all the P-3’s on the flight line in Utapao was particularly disturbing since we were already in day 12 of relief operations. 

JOC, CCC SG and UN/NGO Imagery Issues:

Comment (Dan): The bullets below are from the units that were responsible for most of the real time imagery in theater. They performed their tasking as assigned and in a most professional manner. However, the tasking and connectivity issues are worth reviewing and were well beyond the control of the individual units assigned.

13. The P-3s in theater were the first Naval units on scene in the disaster relief efforts. From their arrival to the time I spoke with VP personnel they had been in theater for 12 days and had already imaged the entire area affected by the Tsunami and Earthquake. The units involved had taken 8mm imagery and literally thousands of pictures.

a. P-3 aircraft covered some targets as many as ten times. 

b. P-3s passed un-annotated 8 mm imagery and numerous high quality digital 

photos of the Thai coast to the Thai embassy through the JUSMAGTHAI reps – US 

Navy CDRs down from Bangkok. 

c. P-3s passed un-annotated imagery of the Maldives to British Military reps in Diego Garcia.

d. Passed imagery through the J-2, to the US Ambassador, to Indonesia of the entire affected Sumatra coast.

e. Sent annotated digital imagery w/descriptive text messages to TSCs in Bahrain, Misawa and Kadena for exploitation and dissemination.

f.  Passed via clear voice locations of displaced persons to the ALCSG and assisted in the vectoring of USN H-60s so they could get needed food and water to those in need on the ground. 

g. P-3 units took product directly to the USAF C-130 flyers in Utapao to reveal the condition of runways in the affected areas as well as identifying potential LZs for helos, 

air package drop zones, and ports for amphibious supply ships. 

 Comments from the Units involved in producing the imagery:

14.  “The only difficulties we have run into is getting our 8 mm imagery back to the folks that can exploit it for use in refining the humanitarian relief effort, and the increased volume of satellite requested traffic slowing the data flow rate and reducing connectivity reliability.  With the arrival of the MIDPAC MOCC and PACFLT Intel analysts we have made large strides in getting our products delivered to the rear.  If we had an OTH wideband encrypted real time streaming video capability w/ direct connectivity to any IP address our mission effectiveness would increase and, more importantly, commanders in the field could make better and timelier decisions and not have to wait until the A/C RTBs, and the tapes are reviewed.  We could also be re-tasked in flight immediately if our product didn't satisfy the on scene commander/customer - foregoing additional sorties.  We have had to revisit some targets numerous times because the customer was unaware of what had already been imaged. We have since improved this process w/ the Intel folks in the rear who have been requesting our services via CSF-536 ATO tasking that has been completed on prior missions.”
09 January 12, 2005

15. CDR Rasmussen and Dan depart for Jakarta. The SG has not received my tasking message as of this time. We depart for Jakarta to gain additional UN/NGO situation awareness and assess current UN/NGO information infrastructure.

16. Arrive Intercontinental hotel, Check in and meet with Dave Warner. We meet with Nigel Snoad from the United Nations Joint Logistics Center and also IBM Disaster relief team managers. Discuss use of Situational Awareness tools, Coordination between US Mil and UN, NGO, etc.

10 January

17. Dan, CDR Rasmussen and Dave meet, decide to split ops, Dan to ships CDR Rasmussen and Dave remain in country.  CDR Rasmussen and Dave shop to obtain camera, computer video cameras and headsets for the ships.

18. CDR Rasmussen and Dave return with the cameras, headsets, etc. Dan departs for Singapore.

11 Jan

19. Dan checks in to Abraham Lincoln COD Det at Paylabor Airport for flight to USS Abraham Lincoln. Dan arrives onboard USS Abraham Lincoln checks in with the Staff

USS ABRAHAM LINCOLN Observations, Interviews and Comments:

20. Dan meets and interviews the first US Navy LNO ashore in Medon.

Medon LNO OBSERVATIONS:

21. In order to be effective in the disaster relief arena the Navy has to have comms, cultural knowledge of the country  and  clear cut chain of command, with a clear mandate and authority for the LNOs. The weakest  link in this particular operation was the communications capability and infrastructure.

LNO COMMENTS:

22. Require a UHF/VHF/UHF Sat Radio. Inmarsat seemed to work when Iridium wouldn’t.

a. ABSOLUTELY essential to have unclass E-Mail (email prevents messages from being misconstrued)

b. One dedicated line to the ship for Disaster Relief Ops manned by the same person that is the single point of contact for all LNOs.

c. As of 11 Jan, Medon had little to no comms with Banda Aceh. The DRAT team from 3rd Marine division had one inmarsat and spotty siprnet, they also bought cell phones from the local market. The LNO and personnel from the DRAT conducted extensive visits with the locals working at the airport and with the TNI. 

23. Working relationship with TNI and Indonesians was judged to be quite high with a great deal of respect on both sides prior to arrival of the 100 Marines that took up residence in the local hotel. LNO called it “FORTRESS AMERICA, we created our own FP problem.”

24. Subtlety is a trait that is appreciated by the Indonesians. Embassy liaisons could have helped immensely had they been able to meet the ships say in Singapore to brief all Naval and Marine personnel that were too ashore. Had people been briefed, for instance, it may have prevented the alienation of the Sumatran Governor (Army Trained Ranger with excellent English skills). 

25. A group of senior Marine Corp officers inadvertently alienated the Governor, following a meeting with him when they immediately began to plan and did not include him this caused problems with coordination later. 

26. Embark UN/NGO reps as soon as possible, particularly, personnel that understand logistics. Contact and collaborate immediately with UN/NGO personnel on the ground.

27. Be sensitive to the level of seniority of the local military. If it is a Col, don’t send in a Flag Officer, it embarrasses the host and causes them to bring in a Flag as well. In most cases, an O-5 and below can handle just about all Disaster Relief duties.

28. Be cognizant of and willing to utilize all host and foreign military talent and knowledge. Do not make it an American military operation! It is COMBINED!

29. Indonesians (in Medon) were very sensitive to parking any planes in view (except their own) once their C-130’s were flying. This caused space on the ramp not to be used but was a political issue beyond my control.

30. LNO did not know who on the ground could task him (after the arrival of CSG MEDON), what their job was, or how much authority he had. He felt the COC was extremely convoluted and confusing. He questioned how much situational awareness the CSF in Utapao had due to the confusion he experienced on the ground.

31. When LNO arrived in Medon, he observed TNI standing around while rice rotted and water spilled. Supplies stacked in huge unorganized mountains. Marine team organized and palletized in short order. The CV needs to be able to off load a fork lift and team to palletize supplies.

32. Need organic interpreters. Possibly flown to the CV prior to checking on station. 

33. Lilly pad the ships, unrep to cruisers and destroyers while enroute so that the helicopters can lily pad from ship to ship without having to go back to the CV each time for supplies or fuel. CODS need to be single tasked and close.

34. Personally select LNOs based on personality, can he/she work with the host nation in the most efficient, and culturally sensitive manner. A type personality with manners.

Interview complete

35. I met with N6 department to discuss my desire to use Groove and Skype for me while aboard. I was told DOD security policies prevent my use. They were in the process of getting me NIPR and SIPR accounts to use. Sat on watch in TFCC and observed, all watch conducted on SIPRNET as I would expect. 

12 January 2005

36. I began to review the information infrastructure. Invited to CVIC to observe the Crisis Action Team (CAT). The Cat was formed to handle all day to day operations relating to the Disaster Relief efforts. The team consisted of 3 full time  watch standers with several Battle Watch Captain (type) positions as well.

37. The communications consisted of telephones, radios and SIPNET. No chat, obviously no real situational awareness tool. CVIC has no unclass stations for obvious reasons but in a disaster relief effort  another area may have been more effective. There was no way for them to observe the OFFICIAL situational awareness tool, the APAN website from CVIC.

38. I tried to download APAN website over the course of the entire day from several different workstations. The website timed out in excess of 20 times. 

13 January

39. I made appointment with CAG-2, CAG has been ashore each and every day and has an in-depth understanding of the infrastructure and leadership challenges in Banda Aceh. 

CAG Comments:

40. The Strike Group is not trained for humanitarian operations. The Strike Group just made it work. The CSF took a long time to get stood up, did not provide much guidance while the SG was en-route.

41. When the ship sent their LNOs into the beach at Medon, they got their first tasking, which was “go to Banda Aceh and start flying supplies into Meulaboh.”

42. They were told “Some Australian Col on the ground that will help you out.”  We got on the ground  in Banda Aceh and no Australian Col around to help us.

43. Major Nelson Chang (army) from the US Embassy and Mike Bach (USAID) met us in Bands Aceh, those two guys literally came over running as we landed to find us.

44. It took a few hours for us to find out that we had to go meet and greet the Indonesian General, no one told us that this was a military airport, we thought it was a civilian airport. We walked into so many unknowns, but quickly got ourselves organized.

45. The TNI didn’t tell us what their game plan was and they didn’t share a lot of information about their intentions. They just asked us to do things. “Don’t tell the Indonesians this, but we are flying well above and beyond what they are asking us to do, we are doing a lot of our own reccie, we see areas in need, we land, send in our Docs, designate it as an LZ and start supporting it.”

46. We need our own (SG) tents and communications capability . We operated out of our MWR tent and used our EOD Det radios. We also need SIPR and NIPR capability ashore.

50. Big piece that is missing in this whole process is that Banda Aceh is the center of gravity for the whole Indonesian relief effort, and yet none of the command structure is living in Banda Aceh, so a lot of the people are living in ignorance as to what is really going on. We are really making it up as we go. 

51. I will be blunt, I know that there is a 3 star in charge but other than that I don’t know what CSF has done, other than a new ship arrives or the ESG appears. It is us working with the Indonesians making this thing work. General Sutartro (Indonesian militaries joint commander) came to Banda Aceh to speak with all the foreign militaries and made it perfectly clear that the Indonesian military under General Bambang was in charge of the entire effort, they are running the show. Why we don’t have guys setting up a command post here and sitting next to him. I don’t know why we don’t do it. He is running the show. 

52. They (Indonesians) aren’t sharing what their goals are. They ask us to do things, I don’t know if they really have a plan. We have a deliberative planning process, we have metrics that say phase 1 is complete, now we are going to phase 2, and that is how we apportion assets and prioritize what we are going to do. We have a very deliberative process to do that. That process is not in place at Banda Aceh nor do the NGOs operate under that process that I can tell. There is no planning cell, there is no command post organization, no Intel support to pull all of this together.

53. Most that I am doing now is assess, who and what is getting on the helos. Many of the NGOs seem like they just want a sight seeing tour. They aren’t specific about where they want to go and why.

54. One of the problems we have experienced is that we are operating with a bunch of civilians that don’t know how we operate. For example, after dropping them off, we tell them to be at the LZ at 1400 so we can pick you up and take you back, and then they end up somewhere else. Then we waste many sorties trying to get them. 

CAG Comments cont:

55. Who is coordinating the assessment teams? The coordinated effort that is coming to the ship will help immensely. Military is guilty too. I can’t tell you how many runway assessment teams I have flown down to Meulaboh. Marine Corp did one, Air Force did one, Army Special Forces did one and we are doing another one today.

56. If this was a war we would be doing much better but this humanitarian effort is a new area or different area for us.

-End of  Interview

57. Met with Captain Mike Olmstead and shared notes regarding our trip. Captain Olmstead is assigned to CNO “Deep Blue.” We both came to some of the same conclusions. Communications suite ashore has to be organic to the SG and ESG (obviously a primary topic since it was mentioned by everyone). We also agreed that having a Utapao CSF was the same as having it in Hawaii. We both felt that with the infrastructure on the CV that an additional watch team in CVIC could have probably been stood up as CSF. It would require augmentation but seemed to be the ready and easy answer.

58. I tried to download APAN website over the course of several hours only to have it time out during each attempt.

59. Discussed Collaborative applications with LCDR Sean Cleavinger, TFCC officer. We discussed Groove, CaS, Skype. We also discussed the challenges of a shared situational awareness tool from a SG perspective. The SG is prepared to conduct operations in a classified environment, the link 11, FOTC, etc is all setup to run in a classified environment. 

60. The challenge in a disaster relief effort is to be able to get positional updates from aircraft, people, and vehicles in an unclass environment which happens to be a bandwidth challenged, intermittent environment ashore  and be able to display it in a WEBCOP type display. 

61.  Contacted by CDR Rasmussen while I was in CVIC observing the Crisis Action Watch. CDR Rasmussen and Dave Warner transit to the ship for an overnight. CDR Rasmussen and Dave Warner arrived onboard USS Abraham Lincoln. We met in Flag Admin picked up their room keys got them settled and then began to exchange notes on observations from ashore and aboard the ship. This took approximately two hours. CDR Rasmussen and I attended the 1900 Flag Brief. 

62. The CDR and I both felt the information presented at the brief was valuable from a situational awareness standpoint not only for the military but for the UN-USAID-NGO Interagency Assessment Team as well.  However, parts of the brief were classified hence not available to the Assessment Team. 

63. I do feel that it would be appropriate for the Staff  N2 to hold a brief specifically for the Assessment Team which would include all the unclass information from the flag brief to include the security reports, LZ’s, and imagery of the coast, etc.

 64. To have a brief specifically for the Assessment team would help to facilitate an information exchange conduit between the mil and civ side and establish a genuine level of trust. It is probably not appropriate for them to attend the Admiral’s Flag brief just due to the possibility of classified material exposure. 

65. As inconsequential as it may seem, I might suggest that when future disaster relief operations are hosted on the CV, when appropriate, the Senior Leader of the Assessment team be invited to the Flag Mess for dinner occasionally and to unclass briefings. In my opinion, this would help to facilitate a more open communications channel and remove some of the mystery of the military to the UN/NGOs.

66. CDR Rasmussen and I met with the Flag Communications Officer to discuss some of the impediments to hosting the Assessment Team and also to garner suggestions from him regarding future disaster relief operational communications requirements. 

 The first issue we addressed was the Assessment Teams frustrations. 

67. Many of the problems initially experienced by the Assessment team related to their lack of internet access and the lack of openness to the unclass network and some of the frustration related to the “RIVER CITY” that was imposed and is due in a large part to lack of communication regarding requirements on both sides. 

68. The Assessment Team expected to arrive on the ship and operate in an open environment with the bandwidth that they were told existed on the ship. The ship staff on the other hand, expected the Assessment Team to operate in the environment they (the ship) normally provide for all other visitors. 

69. To my knowledge, no one addressed those issues prior to embarking the Assessment Team. This led to the confusion and frustration on both sides particularly when condition RIVER CITY was imposed.

70. From my perspective, the willingness to tell or not tell the Assessment Team why RIVER CITY is imposed is typically a ship decision and is not normally explained to ship personnel either. It is a situation that is imposed to reduce the possibility of someone revealing information that the leadership does not want prematurely released. It should have been explained to the Assessment Team to prevent suspicion.

71. We discussed the security issues that, on the surface, seem to be arbitrary but when examined a little more deeply make perfect sense for a warship. The inability to use web mail is a calculated attempt at preventing inadvertent virus infections. The same could be said for the limitations regarding the transfer of digital media from one machine to another via disks, thumb drives, etc. Preservation of the ships network is the first priority and the Navy has established specific policies to accomplish this. The Comm O acknowledge that they seem arcane and arbitrary but serve to keep the network healthy which is exactly what they are supposed to do. For those of us that are not exposed to daily ship board life it proved frustrating to include the Assessment Team. 

72. The Commo also discussed the need to develop a process to operate in an unclass environment for Disaster Relief Operations since the Navy operates primarily in the classified realm. This is something that can be addressed in the training cycle.

73. The Strike Group was forced to switch to the IO Satellite as it passed through the Straits of Malacca and experienced problems as a whole cutting over to the Satellite for DSCS. Apparently, the Challenge Athena cutover was accomplished with little or no problems while the DSCS cutover was a problem for the entire Strike Group. After listening to the Commos’ brief I attribute it to the short tasking to transit the Straits which may not have given them enough coordination time with the Termination Station. 

74. Another communication problem brought to my attention was the lack of Dama circuits on the IO Satellite. The SG was initially given two dama channels for voice and link 16. One of the channels became unusable so the link 16 was dropped and used for SG Command. Again from my perspective, the lack of circuits is totally justifiable considering all the forces in theater to the north in Iraq and Afghanistan. It had no negative effect on the relief effort from my perspective. 

75. Finally, with the Commo present, I once again tried to access the APAN website with the same result. It timed out. He (the Commo) explained that the site was probably just to bandwidth intensive

14 January

BANDA ACEH:

76.  Met CDR Rasmussen, Dave Warner and Captain Mike Olmstead for breakfast and our ride into Banda Aceh.

77.  Arrived in Banda Aceh via helo from USS Abraham Lincoln. We immediately went to the UN logistics office located in the Airport terminal to check-in. UN personnel communications consist of cell phones which seem to be the tool of choice. I am then taken to the III MEF tent by CDR Rasmussen and introduced to the Marine communications personnel.

78. The Marines were trying to establish SIPRNET (classified network) with no emphasis on unclass side. They had satellite voice communications with Marine Det in Medon on their encrypted command circuit. 

79.As far as I could discern, III Mef had not published an OPTASK Comms covering the circuits they were using, to my knowledge. I asked the Marine personnel in the tent if the ship was aware of the circuits they were using and the reply was “Sir, they need to come up our circuits” again I asked, if they published the circuits they were using in an OPTASK Comms, and the reply was “Not to my knowledge, sir.” 

80. This certainly would have caused some communication separation simply from the fact that one unit has no idea which circuit the other unit is operating on. This is not to say the situation did not get resolved, only that it wasn’t resolved at the time I asked on the 15th of January. 

81. The Marine personnel also were lamenting the fact that they were only permitted one C-17 aircraft full of equipment instead of two. In a disaster relief operation, I believe that a smaller foot print with greater unclass capability is certainly better suited operationally. The obvious is no requirement for cryptographic equipment, etc.

82. We departed the Marine communications tent and hired a taxi driver to take us to the UN Joint Logistics Center in Banda Aceh with a side trip to Banda Aceh Civil Airport to drop off CDR Rasmussen and Dave Warner for their trip back to Jakarta.

83. Upon arrival at the UNJLC, we were met by Nigel Snoad. We gave Nigel the requested information and presented him with several USS Abraham Lincoln mementos purchased earlier. 

84. The UNJLC was trying to assemble a “shopping list” of sorts that consisted of road graders, back hoes, etc. This equipment was to be requested from the Indonesian government and/or private sources to help clear the roads. I was personally struck by the fact that UNJLC personnel were now over 15 days into the relief effort and were assembling their list on legal pads and disseminating it the same way. 

85. Communications shortfalls here were significant. There were absolutely no situational awareness aids that I could discern. The main communication tools were GSM cell phones purchased locally on the open market and internet email accounts that were operating through a wi-fi cloud in the compound.

86. The UN/NGOs were in desperate need of “up to date” quality imagery of the damaged infrastructure to assist in their planning to repair roads and bridges. The desire from the UN/NGOs  was to stop the military airlift of food and water as soon as possible however that goal was delayed significantly due to lack of quality imagery now 15 days into the disaster that would provide accurate assessments. 

87. As noted previously, the US military had imaged the island of Sumatra from approximately Dec 29th  through at least Jan 8 when I had spoken with them in Utapao. They had several thousand photos and thousands of feet of film of the affected areas. These images had not yet reached the UN/NGOs. The politics of this particular country (since we were in fact working with the Indonesian government) may have prevented the imagery from being released to anyone other than the Indonesian government.

88. Captain Olmstead and I departed the UNJLC compound and toured the Tsunami devastated areas of Banda Aceh for approximately 1.5 hours. I was personally struck by the total and utter devastation. In my estimation the clean-up will take at least a decade. 

89. We returned to the US military det site at the Banda Aceh Military Airfield around 1400. I resumed my assessment of the communications capability. The Naval contingent  in charge of Helicopter Relief Operations operating on the soccer field  were using one handheld radio (PRC 117) to control aircraft with a back up radio, a PSC-5 radio for communications with the ships and an Iridium phone. The communications capability of the Air Det was sparse to say the least. The leadership and ingenuity displayed by all that worked here was simply amazing to me. The communications environment was austere, operation tempo extremely high and the officers and sailors accomplished the mission safely and effectively. However, we can do and they deserve better with communications capability in the future. 

90. The text below is an excerpt from an email I sent to two Admirals in the Pentagon from the USS Abraham Lincoln after my return from Banda Aceh after having watched the relief effort up close.  Though not part of the assessment, I wanted it to receive the widest dissemination and decided to include it. This was to give you a feel for the effort that was underway by everyone involved.
 

“Admirals this is what I witnessed today: 
 
 Helicopters landing on a soccer field that serves as a USN landing 
 facility for helos that are delivering food, water, medical and 
 infrastructure assessment teams all over the province of Aceh. Our 
 helicopters were landing on the field, with a working party of "Blue 
 Shirts" from the Abe standing by to load the aircraft with rice, water and 
 medicine. 
 
 I observed our sailors walk in ankle deep mud out to the aircraft time 
 after time after time. The aircraft were taking off and landing at such an 
 astounding rate, that one would have thought there were 30 helicopters out 
 there instead of the 7-9. I watched women sailors carry two 40 pound bags 
 of rice on their shoulders out to the aircraft (in ankle deep mud) in 
 order to cut turn around time for the helos (this happened all day). I 
 watched the men and women sailors talk about how to load the helos faster 
 in order to get food and water to people quicker. 
 
 I also watched the fighter guys( from the hornet squadrons) control the 
 ground comms and provide the ground air interface for the helos. On this 
 day, the Hornet guys "owned the ground" and were loving it. The fighter 
 guys were the safety observers for the working parties delivering food and 
 water to the aircraft, they organized the passengers, helped the helos 
 with their tasking and overall rooted them on and tried to help in 
 everyway possible. The teamwork displayed by this group of folks has 
 surpassed anything I have seen.

 
 This is the first day since the day that I retired that I would have given 
 anything to have been in uniform today just to be able to say I was part 
of this team. Dramatic, maybe, heartfelt absolutely! 
 
Admirals, I am only sorry that the rest of America and the World did not 
 see what I saw today, A great team, dedicated to helping people and 
 focused on nothing else. The best way top describe their performance is, 
 They kicked ass today like no one or nothing I have ever seen. You both 
 should be very proud. “

I think this excerpt best describes the teamwork and effort that I saw going on while I was there. It included the Singapore military, the Australian Military and several UN folks all pitching in to help on the soccer field. It was magnificent.

91. Returned to the ship by helicopter. I was requested to stay and out brief with the Admiral the following day.

15 January

92. I observed morning operations from Tactical Flag Combat Center (TFCC) for 3 hours. The TFCC has one unclass workstation in the space which is not used very often. TFCC would not be the optimum space for disaster relief operations. The single workstation would assist the Battle Watch Captain in maintaining a situational awareness outside of the immediate SG. However, that may not be desirable based on whatever the Force Protection status is at the time. Any additional tools within the space may detract from BWC’s primary job, protecting the SG.

93. I met with RDML Crowder, Commander CSSG-9, to discuss my observations. The discussion lasted approximately 30 minutes and was my out brief to the Admiral.

16 January

94. Depart USS Abraham Lincoln for Singapore, arrive Singapore approximately 1330 hours. 

17 January

95. Attempt to depart Singapore, United Airlines issues ticket out of Singapore for the 18th.

18 January

96. Depart Singapore, Arrive San Diego 

 “ In relief operations, the lesson learned is that no lessons have been learned.” 

 Mr. Jim Rogers

RECOMMENDATIONS: 

1. If the Strike Group is on scene, the CV has the bandwidth and  the communication

infrastructure to support the entire JTF effort. Either designates the SG commander as the JTF or place the JTF commander on the CV.

a. Supply an augment of approximately 20-30 watch standers from an outside source and this would enable the SG staff to run the operation from the ship.

b. The CV can also host the UN, NGO’S and Foreign Military liaisons that are directly responsible for local area logistics.

Planning tools aboard the CV are ideal for disaster relief logistics planning to include the routine infrastructure that supports strike planning i.e. bubbas meetings, CIVIC, etc.

NGOs, UN and assorted Civilians would need an area to work and unfettered access to the internet. Unfettered access to the internet presents IA challenges.


c. Propose establishing a 20 drop LAN that is virtually walled off from the rest of the ship infrastructure in a space that can be used exclusively for relief ops when required. The proposed LAN would be “wide open” hence the severe precautions required to “wall it off” from the ships other networks. This would permit the civilians involved in the disaster relief efforts to work in an environment they are used to without disruption or threat to the ships LAN.

2. Other than food and water, communications infrastructure, should be one of the first things considered. It is clear that a well executed IM plan based on a well thought out infrastructure in place early, would have saved resources and lives.

3. Recommend developing an unclas/internet capable WEBCOP “like” tool for disaster relief ops that allows everyone that is directly involved to have a common operational picture and Communities of Interests (NGOs, UN, Military, etc) with associated alerts etc. I am convinced this tool would save lives just in its ability to help organize. The organization I witnessed would have benefited immensely from a net-centric tool of this nature.

a. A free and common VOIP tool to utilize over the internet. Do not use anything that requires others to obtain a license to utilize. Do not utilize APAN website, bandwidth intensive, ships could not access, completely useless in theater

b. Groove is not capable of being the enterprise solution. It is capable of being one of the supporting pieces to the Information grid.

4. Develop and fund a team that possesses military, UN and NGO experience. This team must also have the equipment to form an ops center at the “center of gravity” a center that the military, the UN and NGOs can hold meetings, gain situational awareness, and it should have the capability to provide communications for all involved. It has to be associated with both the UN and militaries. 

5. Provide training to SG and ESG during the training cycle in Disaster relief operations based on what happened in Banda Aceh. It is text book confusion. A short course on where to get information and who to contact would pay dividends. I would include UN and NGOs that are at the organizational level of humanitarian relief. This would provide those crucial initial social networks that are required on scene.

6. Recommend completely reviewing doctrine in regards to humanitarian relief. It is my belief, the JTF model is not the operationally correct model for humanitarian relief. Give the senior on scene commander the resources and authority to conduct the operation. He/She have the situational awareness of the situation and are not normally hindered by the normal problems associated with a JTF structure,  Speed of Command, Shared Awareness, etc. In a true net centric environment, relocating a JTF is both expensive and unnecessary.

7. If a JTF is required, consider basing it in a hotel close to the scene that has internet connectivity. The precedence has been set in the first gulf war both in Saudi Arabia and Israel. The hotel conference room could be used as the disaster ops center. Conduct the operations in an unclass environment.

8. At a minimum, Equip SG and ESG’s with a minimum of the following 20 satellite phones (Iridium or Thoraya), 2-UHF, 2-VHF, and 2-UHF, Satellite radio trunks for Beach Ops. Provide a minimum of  50 walkie talkies with a 2 mile range to be used at airfields, 15 person tent with a wooden floor, 2-3 commercial generators (Hondas for example), and lights.  

9. Develop a SG/ESG OP Center for Humanitarian Relief ashore that can be flown aboard a CV in a COD. The OP Center should contain laptops, tents, 2 large screen displays, Sat comms, wire cards for networking, Network hubs and cables, Commercial generators, tables etc. These centers could be pre-positioned and flown to the COD det site. Pre-positioning the OP Center pack relieves the CV from the routine maintenance  and space requirements it will also reduce the number of OP Center kits purchased. The Center must be able to be broken down and flown in by helicopter if required.

10. Navy, DOD personnel must establish a relationship with Senior UN disaster relief leaders and attend Humanitarian Relief conferences to build social networks. 

11. Build a Team of Naval  Humanitarian Relief experts that include foreign military and civilians whose sole purpose is to assist the Navy with its HR efforts and real time ops. Schedule more exercises like Strong Angel.

Recommendations Summary from CDR Eric Rasmussen, USN

1: Recommendation: that any operations center that must respond to real-world events in real-time be provided with multi-modal address books and rapid point-of-presence indicators (shared-awareness capabilities) that cross the civil-military boundary. Communications capabilities should include pure civilian comms and may well be best placed remotely so that bandwidth and lodging can be optimized. That may be a hotel, an aircraft carrier, or a remote population center a continent away. The core requirement is that all agencies have local representation and unfettered bandwidth to their rear and forward staff. On that basis, physical location should be optimized and may well be in a city or aboard a CV. 

2: Recommendation: That any web-based civil-military collaboration capability be open, accessible to all, well-documented, and sitting on server capacity that optimizes the use of the tool for those on low-bandwidth in remote locations.

3: Recommendation: That those tasked with civil-military coordination responsibilities be educated in the principles of humanitarian law, the charters of each participating agency, and the resources available from partners in the response.
4: Recommendation: That policy be implemented stating humanitarian support will be provided through freely available aircraft and satellite imaging at the finest UNCLASS resolution possible as soon as it is geo-registered for GIS applications and prepared for dissemination.

5: Recommendation: That a central registry of likely participants, subject-matter experts, and resource coordinators be maintained, with frequent updates mandated and provisioned by a responsible party. The Strong Angel contact template might be a good first approximation as a form, and the Strong Angel contact list has roughly 400 appropriate entries.

6: Recommendation: That RFIs during a humanitarian response be developed by the military in concert with the field staff of the non-military agencies. A determination should then be made on what can be provided to whom, when, how, and for how long. Senior military leadership should then order the provisioning of that information on those terms in a very public forum.

7: Recommendation: That GSM cell systems be broadly implemented as soon as feasible in any humanitarian response and that international SMS messaging be included from the outset. In most areas of the world, the infrastructure is far more robust, familiar, ubiquitous, and sustainable than anything else we can bring emergently.

8: Recommendation: That Groove-VSee-Skype (GVS) be considered as an early tool suite for electronic communication beyond conventional email and GSM-SMS cell systems. The specific software is not as important as the long list of capabilities they represent, particularly for disconnected users on low and intermittent bandwidth.

9: Recommendation: That collaborative workspaces (from any software) be designed to accomplish minimum goals, allowing the native software to accomplish most of the tasks without customization, optimizing baseline familiarity and minimizing the training requirements.

10: Recommendation: That indigenous resources (including Internet Cafes and local cell phone providers) be used when needed for bandwidth, with important data and applications encrypted. The result is the protecting of the data, not the network, and that was described as a desirable goal in the November 2004 NII NATO briefing in Brussels.

11: Recommendation: That information sharing tools be prepared for field deployment with intrinsic and standard commercial resource capabilities on the UNCLASS side that cover every reasonable eventuality for data sharing, including CD and DVD writers, USB memory sticks, Zip drives and floppies, ad-hoc wireless networks, and wired crossover cables.

12: Recommendation: That any communications capability be trans-national and freely distributable, with basic comms made available to all organizations that request support.

13: Recommendation: That any US government communications capability provided in a civ-mil environment intended for collaboration specifically be tasked to incorporate UNCLASS communications rather than enhancing CLASSIFIED comms (SIPRNET) already provided as an intrinsic capability to the military assets.

14: Recommendation: That staff deploying to a civil-military operation be provided with resources that reflect initial self-sufficiency but then allow local-economy purchase of habitation requirements when at all possible. It’s good for the local economy in a disaster, and ensures that the staff have indigenous resources that mirror the known requirements for the locale. That requires that cash be present and able to be used flexibly when needed.

15: Recommendation: That any civil-military operation ensure that there is a US military presence anywhere that seems appropriate for close coordination. That presence will vary from operation to operation, and our presence occasionally results in the site becoming a target, but that’s not universal and should be evaluated on a case-by-case basis. We lost significant insight into logistics requirements and the conduct of non-military relief operations by not having a presence on the UN compound. We also lost a window into the emotional cost of the disaster on the local citizens that were living and working immediately adjacent to the UN park. That perspective might be useful information when we are trying to influence the attitude of a population over the longer term.

16: Recommendation: That the US military ensure participatory attendance by decision makers at all relevant civil-military coordination briefings during a civil-military operation where feasible. The problem is determining which of the number of meetings is substantive and has the “right people” involved. 

17: Recommendation: That Telecoms sans Frontieres (TSF) be reviewed as a possible model for open, inclusive, coordinated, and effective communications provisioning within an austere environment.

18: Recommendation: That logistics support, including lift, be offered to UN agencies responsible for coordination of critical aspects of relief operations through the host country. Most non-military relief organizations do not have intrinsic lift capability and so rely on commercial transportation. That usually works, but may not be present early in a relief effort. Rapid provisioning of military transportation for logistics support may avoid significant delays later in the operation and should be encouraged by the on-scene commander, however the local on-scene commander will require considerable political support through the local embassy to achieve the desired end state.

19: Recommendation: That decision-level briefings be held in common during a civil-military operation to the greatest extent possible, reserving time outside of the norm for routine briefs on Status of Forces and Daily Intel. This has been a recurrent theme in my own experience from Bosnia through Colombia, Kosovo, Turkey, Kuwait, Iraq, Afghanistan and more. There are certainly efforts at inclusion, but the rebuilding of a daily schedule to place the focus on the civil side of civil-military operations is rarely complete. We should recognize, though, that we, the military, often have the greater need to understand the civil side of the effort since early transition will allow us to go home while leaving a robust and sustainable infrastructure – and the attendant good will associated with that – behind us.

20: Recommendation: That communications capabilities be opened to the greatest extent possible when unclassified US military systems are the means by which UN, USAID, and NGO partners are coordinating their parts of a relief response. Optimal might be an entirely separate network that never touches the military systems so that restrictions can be removed and network-administrator reflexes can be subdued. That would also allow outside staff to bring their own laptops onto a US military network and begin effective work immediately with their own resources at hand. That is the same principle used by Telecoms san Frontieres, any internet café, and any hotel broadband system – the computers are placed on an open network at their own risk.

21: Recommendation: That any web-centric and center-based system be designed to optimize usefulness for those farthest forward using limited and intermittent bandwidth. That will require attention to the server design, graphics intensity, and content-change transmission. Bandwidth-intensive center-based systems may otherwise fail just when their capabilities are most needed.

22: Recommendation: That consistent information requirements, common across all civil-military operations, be codified now into a list that becomes the starting position for information distribution at the inception of any civil-military operation, with the distribution order disseminated from the highest possible level within the Theater. One version was established and approved within the 10-20-30 Document out of Strong Angel I. The document is appended below and it’s item 17 within the Twenty Recommendations. It might serve as an adequate starting point for any future civil-military coordination effort
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