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Introduction

The events of 9/11 and the changes those events spawned completely altered the way we look at the world.  To meet the challenges of asynchronous threats, military transformation must take advantage of the information revolution and embrace power to the edge concepts to implement network centric warfare.  Although operations in Afghanistan and Iraq have taken advantage of the information explosion in operations, much more can be done to take advantage of all available information in order to improve situational awareness and keep the warfighter out of harm’s way. 

In addition to the vast changes in the military after 9/11, the subsequent war on terrorism forever changed the defense of the homeland.   The formation of the Department of Homeland Security for Homeland Security and Northern Command for Homeland Defense pointed to the absolute need to improve situational awareness by not only developing actionable intelligence across civil federal agencies but also with state and local entities, the intelligence community, the military and the private sector.  Data sharing is only the first step in ensuring situational awareness in a given venue whether it be a military special operation (edge organization) in a foreign country or a planned event in the homeland.  The maturation of the information age requires new ways to quickly collect, process, fuse and  determine actionable options from disparate sources.  These sources could include such entities as in-situ sensor suites, religious and cultural behavior, evolution of the threat and their targets and changing current events.  As an example, the results of operations in Afghanistan and Iraq as well as international arrests and detainments have fundamentally changed the makeup and operations of a key terrorist organization.  The centralized nature of the cells has been replaced by decentralized direction in addition to shifting tactics and targets.  

These fundamental changes require  adaptive information collection, processing, fusion, resource management and response architectures.  These architectures must be real-time and scaleable for a given venue.   The heart of these architectures reliable communications networks to collect and disseminate information, robust sensor suites, data reduction and information fusion algorithms, and domain experts that can utilize the fused information to update situational awareness for use by a military edge organization in a combat environment or by civil authorities for various domestic events. 

Although the impetus for this proposal is (1) investigations into edge or networked organizations, their formation and operation, (2) development and testing of the theory and practice of the command and control of such organizations, and (3) analysis of the necessary and sufficient conditions for their success utilizing the architecture noted above for military operations, the same techniques discussed earlier, have applicability to such things as mass displacement/humanitarian situations, planned/large venue events, reconstruction scenarios and natural disasters.

Objectives

1. Perform rapid research and development of techniques for investigating and understanding the formation and operation of edge/networked organizations, the environment that assures success, and specific investigations into command and control of those organizations 

a. Develop a framework for establishing a shared situational awareness picture within edge organizations and similar distributed unified commands.

b. enhance overall readiness and responsiveness for monitoring and managing critical/other counter-productive activities 

c. Ensure these techniques and framework operate on COTS computers without exotic communications or software.

2. Deploy and evaluate a robust, scalable, and easily adaptable situational awareness and communications architecture, inclusive of heterogeneous sensor webs, data reduction and fusion algorithms, and  COTS communications/display and dissemination networks, for real-time support to decision makers within reconstruction operations post-conflict, humanitarian operations, natural disaster response and large venue events

a. Targeting edge and networked organizations, design the architecture to be flexible and adaptable so that it can be tailored to humanitarian situations, planned events, post-conflict reconstruction scenarios and natural disasters.

b. Develop (tools, techniques, and procedures) TT&P to facilitate leveraging of indigenous human resources, infrastructure, and communications capabilities, to maximize potential leave-behind benefits to the local community effected by such events, and ensuing intervention.

3. Identify, investigate, and capture initiatives that could further advance the state of transformational, COTS oriented, network-centric mission capabilities

a. Identify and mature civilian-military interface requirements associated with humanitarian operations and/or Phase Four of military operations. 

b. Develop and mature a rigorous analytical framework for investigation of  emerging hardware, software and sensing technologies and techniques to ensure continued evolution of this architecture.

The Institute for Interventional Informatics and Aerospace Team

The Institute for Interventional Informatics (I3) is a nonprofit corporation formed to advance efforts to improve quality of life through the intelligent and socially responsible applications of cultural knowledge and information technologies.  I3 supports the intelligent implementation of interactive information technologies and is active in technology transfer of aerospace and other defense-derived technologies to the fields of health care and education.  Aerospace provides scientific and engineering support for the accomplishment of General Systems Engineering and Integration and Technical Review for Air Force space and space-related programs.  In addition, Aerospace operates a nonprofit Federally Funded Research and Development Center (FFRDC) that supports the Air Force Space and Missile Center, the National Reconnaissance Office, and other select Department of Defense (DoD) organizations.  Aerospace also provides technical support directed at advancing the state-of-the-art in future aerospace communications and sensor  systems and supports a variety of designated non-defense agencies and commercial customers.  Aerospace provides the technical knowledge to support the transfer of defense-derived technologies to the fields of health care, homeland security and education.  Aerospace will provide overall systems engineering, architecture, some sensors, sensor data fusion, and data storage.  The I3 will provide network development, selected sensors/sensor integration, and data fusion/presentation interfaces, , and coordinate participation in customer proposed venues.
Previous and Ongoing  Efforts/Experience

I3 has developed shadow operations at several domestic venues that have specific relevance to this BAA.  Three events of note are Shadow Bowl (shadow operation of the Super Bowl in San Diego, Burning Man (an annual festival in the California desert) and Strong Angel (a humanitarian Navy sponsored project). Using Shadow Bowl as an example, the I3 team established coherent communications using a combination of wireless, wired, and laser links, to provide triply redundant streams out of the stadium, to a virtual control center near the venue and to San Diego State University. In addition to the venue data, external data (i.e. traffic and weather), locally derived products (water and air monitors) , fire alarms, and human reporting. When a fire alarm went off in the concession area, the control of the cameras was coordinated through the same center, and the fire was determined to be a minor flare on a concessionaires grill rather than a homeland security threat.   
Aerospace has a long history in supporting the national space program for the military and the intelligence communities and also supports civil and commercial efforts as requested.  In this proposal Aerospace would transfer domain expertise in System-of-Systems Engineering, Architecture Development, Process Implementation and Technology Application to support this proposal.  Aerospace has expertise in all the relevant area such as architecture, sensors, data analysis and information fusion, and communications for both data collection and product dissemination.  We would apply our accumulated experience in all phases of system development for this project including initial concept design, development of system requirements, system architecture, test design, design validation, test validation, troubleshooting, certification, early checkout, operation, and identification and resolution of anomalous conditions. 

Recently, Aerospace supported I3 in a joint shadow operation called Desert Bloom as part of the DARPA Grand Challenge—A robot race in the California desert in April 2004. At this event,  I3 leveraged several sensor suites that had been deployed by other responsible parties, including imagery, acoustic, and seismic sensors.  Using a real-time heterogeneous communications network, the team streamed location and status of each vehicle to the Civilian Ops Command, the DARPA Command Center, and the Emergency Response Command Centers. This multi-source feed of information pertaining to the participants’ vehicles demonstrated the comprehensive and rapid deploying and configuring of situational awareness capabilities suitable for the demands of command and control requirements in the information age.     Aerospace integrated a server located in Chantilly, VA that collected the data from these sensor suites in real-time and validated virtual data collection concepts.  This data was also available in real-time to the operations centers.  Additionally, Aerospace adapted a set of algorithms that were developed to monitor vast amounts of satellite telemetry for anomalies, to a network of acoustic sensors to determine the ability to distinguish one robot from another based on their acoustic signatures.  The exercise did demonstrate that adapting  existing software to new application was feasible. This approach would  carry over to this proposal; every effort will be made to adapt existing algorithms so as to contain development and testing costs.  

Desert Bloom also demonstrated significantly enhanced capabilities by involving the indigenous population   to achieve enhanced situational awareness. The operations centers included both the Civilian response center, and the Emergency Response Center. Simply by reaching out to the community in the weeks leading up to the event, local organizations, such as the HAM Radio Operators, and local EMS were  solicited to step in, and provide their infrastructures to the Event coordinators, thus saving countless hours and dollars of self contained resources.  During the event, the local college provided necessary infrastructure and resources for establishing a command center which was rapidly established and removed without leaving a trace.  During the operation, the local organizations where also involved in the same manner as  they were in the planning process. 

The teams were able to establish indigenous capabilities within vital function areas, thereby gaining popular support, and instilling a sense of ownership the local organizations might not otherwise have felt.  Gaining popular support for operations imposed upon a local population has long been recognized as a necessary step in recovery operations.
Phases to a Scaleable Information Architecture for Asymmetric Venues- This White Paper proposes a three phased approach which include:

-Phase 1 for scalable architecture development; 

-Phase 2 for participation in sponsors’ events; and

-Phase 3 for integration into operations.

Phase 1-Scalable Architecture Development:  The first phase of this effort will design the basic information architecture involving the principal components of (1) Sensor suites; (2) Communications for data exfiltration for virtual data manipulation and information dissemination; (3) Applicable algorithms for data processing/fusion; and (4) Operations center to provide real-time situational awareness.  The components of this phase will:
(1) Investigate the various sensor technologies (physical samplers, remote sensors and detection techniques) and adaptation of recombinants of sensor suites for large venue and mass displacement (humanitarian) events, to include evaluation of sensor placement and co-supportive data for situational awareness value. .  As much emphasis as is found to be appropriate will be placed on full exploitation of readily available sensors and data.  

(2)  Investigate the available communications, both wired and wireless, to maximize raw data exfiltration/storage and information dissemination.  This part of the architecture development will also address leveraging and integration of indigenous communication capabilities

(3)  Investigate the availability of algorithms that can be adapted to process the raw data from various sensor suites (neural networks, first principles models, simulations…), and the processes for fusing  the results of data from various sensor suites and social/cultural algorithms, supportive of decision makers needs . Current efforts are widely pattern recognition based, designed to enable the human eye to process individual stream of data more rapidly, based on their  visualization within a context appropriate display, at large scale. 

(4)  Design for a generic operations center that not only utilizes information derived from the sensor suites and algorithms noted above but also includes the employment of indigenous resources and suggests probable leave behinds. 

Phase 2-Participation in Sponsors’ Events:  The second phase of this effort will tailor the scalable architecture to specific venues to test and evaluate it under a variety of shadow operations.  It is anticipated the shadow operations would be composed of venues that include edge and/or networked organizations, humanitarian events, planned events, reconstruction scenarios and natural disasters providing situational awareness utilizing all the components of the architecture. 
Phase 3-Integration into Operations:  Successful shadow operations would then become candidates for operational integration.  As noted earlier these venues could include:

-Edge or Networked Organizations

-Humanitarian Events (Refugee Camps)

-Planned, Large Venue Events (Olympics, Super Bowl)

-Reconstruction Scenarios (Afghanistan, Iraq)

-Natural Disasters (Earth Quakes, Hurricanes) 


