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1 Scope

This TRD specifies the design of a Minimum Essential Software and Services for Knowledge and Information Transfer (MESS-KIT) to catalyze information sharing between civilian and military partners to stability and counterinsurgency operations. 

1.1 Objectives

This system will improve the ability of partners to stability operations to share unclassified information about reconstruction activities. 

This kit will focus on radical simplicity of design, encapsulating complexity wherever possible within modules of either Free and Open Source Software (FOSS) or Commercial, Off-the-Shelf (COTS) software. It will also harness social networks that already exist within and between organizations to accelerate adoption of the platform and to catalyze information exchange.

1.2 System Overview

This Minimum Essential Services and Software Kit (MESS-KIT) shall be composed of three (3) elements:

1. Application Software Package: One or more Virtual Machine Instances that package together an operating system with a web server environment and all FOSS/COTS software modules. Example: A VMware instance of an Ubuntu Linux installation with a full LAMP web server hosting environment and associated web software.

2. Virtual Machine Client Software: One Virtual Machine Software Client to package, distribute, and host one or more Application Software Packages and abstract the application software from the host operating system. Examples: VMWare Fusion and Sun VirtualBox.

3. Hardware Device. A hardware device on which the Virtual Machine Client Software and Application Software Package will run. The Hardware will include a host operating system. Examples: MacMini running OSX, ASUS eeePC Netbook running eeeBuntu Linux.

1.3 Audiences and Use Cases

1.3.1 Audiences

The MESS-KIT will address the needs of a wide audience, focusing on non-governmental organizations (NGOs), private volunteer organizations (PVOs), local NGOs, local governments, provincial reconstruction teams (PRTs), agricultural development teams (ADTs), human terrain teams (HTTs), and other partners to stability operations. 

1.3.2 Expected Use Cases (Examples)

The following list of use cases are not comprehensive nor prescriptive of use cases that the Contractor is required to support. Rather, they point to potential real-world applications of the device and provide a sense of the flow of information between users.

1.3.2.1 Situational Awareness within a single partner organization

Bob, a member of a PVO uploads a spreadsheet of irrigation projects (with location data) to a document management system. Kris, a second member of the PVO, sees an RSS feed indicating that Bob has uploaded new spreadsheet about irrigation. Kris retrieves the document and inserts it into a mapping tool, which already has data on other projects (like roads and microhydro electric generation sites). The tool's geocoder plots the approximate locations of the irrigation project and puts the data onto a map of the region. Both Kris and Bob are able to view the map and discuss projects in context of other georeferenced data, including roads and proposed microhydro generation projects.

1.3.2.2 Situational Awareness between Intermittently Connected Partners

Razzaq, a logistics officer for a big NGO, manages the supply chain leading into a province experiencing mass human migration around a military operation. He is connected to his NGO’s information systems by a VSAT, which he uses to communicate his calculations of supplies of water and food to his international HQ.

Floyd leads a PVO team that monitors human migrations. Floyd heard of the MESS-KIT Floyd received permission from his manager to share limited, reviewed information about the refugee situation via his MESS-KIT with Razzaq. Floyd uploads images from his COTS camera with the grid coordinates of new areas where refugees are congregating in the woods. 

Razzaq's MESS-KIT then receives an RSS feed indicating new information has arrived from Floyd. Razzaq reviews the information, plotting the new locations of refugees and examining the apparent health of people in Floyd’s photos. Razzaq begins planning how to securely investigate the situation with refugees who are hiding in the woods several days earlier than he would have otherwise been able.

1.3.2.3 Cross-Organizational Project Planning and Coordination (Act)

Drew, a facilitator for a World Bank Development Project, manages the mobilization of five villages for a post-earthquake, block-grant development project. Drew is often in the field and disconnected more than 80% of the time. He cooperates closely with Sheila, a USAID employee. Sheila herself is in the field more than 25% of the time. Both use separate instances of the MESS-KIT: Drew's on a laptop that he carries into the field, and Sheila's installed on a desktop in her unit’s headquarters. Sheila has configured her system to pull RSS feeds from Drew's laptop when it is connected to the local network (not a public internet)

Drew creates a blog post in the MESS-KIT after each village mobilization meeting as a means of keeping minutes. He also records which village elders attended each meeting and notes the name, type, and location of all proposed projects under the block-grant program in two spreadsheets (attendance.xls and proposed projects.xls). Drew uploads the two spreadsheets to the document management system. 

When Drew gets to a network connection, an RSS feed tells Sheila about all Drew's blog posts as well as the creation of the two spreadsheets. Sheila passes the attendance spreadsheet onto her colleague, Travis, who updates a sociogram, and she uploads the spreadsheet of proposed projects into her MESS-KIT’s mapping tool. The tool's geocoder plots the approximate locations of the projects and puts the data onto a map of the region. Sheila compares these projects against plots of other proposed projects from NGOs in the region, and notes that the one NGO has already received funding to build a health clinic in one of Drew's villages which had decided to build one of their one. Sheila sends an email to Drew noting the possible conflict.

1.3.2.4 Extending the Information Sharing Platform

Craig is a fielded IT staff member of the UNJLC who has received a MESS-KIT as part of a decision by his Health Cluster to deploy and support the technology. Early in a deployment to a post-conflict situation, he notices a sharp uptick in the number of field assessment forms that are arriving with hard-written notes in the margin that state: "noted (n) persons with signs of mutilations by gangs of youth." Craig realizes that partners to the stability operation need to monitor this emerging situation and quantify the scale of this new problem. He modifies the data schema of the disaster management system, adds code to support a new set of fields about gangs and mutilation, and creates a patch which other IT staff members can install on their MESS-KITs. He uploads the patch to the document management system and emails his peers about it. His peers down the patch via a link in their RSS feed readers, and test the patch on a local non-production version of their MESS-KITs. Several submit improvements and a bug fix to the patch. Within several hours, the patch is ready for everyone to install on their production MESS-KITs. 

IT staff across the stability operation install the patch, modifying their own disaster management systems and associates field assessment forms. The next day, more than 80% of the field assessment teams are taking quantifiable measurements about gangs and mutilation.

1.3.2.5 Maintaining Systems

Dr. Ashahi, a infectious disease specialist consulting to a host nation’s ministry of public health, is responsible for improving an avian flu health project in a post-conflict region. She has a MESS-KIT in her field office on a MacMini, which she uses to track locations of outbreaks, note operational data about clinics, and receive outbreak data and maps from adjacent regions. Due to nearly 24/7 overuse, her hard drive crashes. She has an external hard drive, where she has stored data up to the previous day by cloning the virtual machine each night to the disk. She has been trained in what that she can open her laptop, where she has installed a spare copy of the Virtual Machine Client Software. She connects the external hard drive to her laptop, opens the last-saved version of the MESS-KIT virtual machine, and continues from where she left off the night before. She re-enters data from the current day, notifies the ministry’s IT department that she needs a new hard drive, and closes the day by saving the virtual machine to the external hard drive and her local notebook drive.

A week later, an IT staff member from the ministry arrives with a new hard drive. He installs the drive on the MacMini. Ashahi then suspends her MESS-KIT's virtual machine, connects the external hard drive to the MacMini, copies the current state of the virtual machine onto the MacMini, and continues right where she left off on the MacMini.

1.4 Design Assumptions

1.4.1 Literate practitioners

This design assumes reading literacy and computer literacy on the part of users as a minimum condition for use. It also assumes literacy with the use of web browsers to access and upload data. The design will harness a growing pool of intelligent technologists in partner organizations, who are familiar with open source tools and share solutions in the field. 

1.4.2 Counterinsurgency Mindset

This design assumes support for the application of the revised counterinsurgency (COIN) doctrine to the problems of information sharing during COIN/stability operations. In particular, it assumes both the assumption of increased risk and an understanding of a paradox from the COIN manual:

1-149. Sometimes the more you protect your forces, the less secure you may be. 

Restated in IT terms, this paradox yields important insights into the nature of the MESS-KIT. Paradox 1-149 can be restated: "Sometimes the more an organization protects its information, the less secure it may be." This is particularly true when information assurance policies all but stop the flow of information about reconstruction activities both within and between operational partners. When these information silos ossify into inviolable domains, it is impossible to obtain COIN's Unity of Effort and insurgents will understand that they can take the strategic position of waiting out and wearing down opponents to their ends. 

The MESS-KIT assumes a mindset which seeks to reverse this dynamic by opening flows of information between COIN/SSTR partners and concomitant efforts to improve Unity of Effort. In return, users of the system must assume additional risk related to their operations as well as the security of information.

1.4.3 Open Architecture for Flexibility and Adaptability. 

Operations around COIN, HADR, and SSTR require constant adaptation and flexibility. No two operations are exactly the same, nor can a tactic in one locality or time period necessarily be applied effectively in another localities or time periods. As a result, the MESS-KIT assumes a mindset that values flexibility and adaptability to an extent that users will assume additional risks and eschew canned IT systems that may not be fully appropriate in the context or effective at confronting problems in that context. The MESS-KIT assumes that the users will modify the software to meet current challenges, and will also share their adaptations with partners when appropriate. 

1.4.4 Augment Existing Resources rather than Substitute for them. 

In the field, new tools are not always welcomed, particularly when introduced during a period of stress. It is therefore assumed that the MESS-KIT will integrate with existing tools and create methods of making the best possible information flows given current constraints. The mosaic of IT systems will not be perfectly designed, but will catalyze gradual change towards common formats as the use cases for sharing become more clear to the users.

1.4.5 Bandwidth. 

The MESS-KIT assumes availability of some bandwidth via common methods (BGAN, rBGAN, WiMAX to WiFi, WiFi, VSAT, POTS, or cellular data), or provision of bandwidth to stability operation partners under DoDD 8220.02 and 3000.05.

1.4.6 Adequacy of CoT and FOSS tools to meet majority of use cases of austere conditions. 

The MESS-KIT assumes that FOSS and COTS hardware and software are adequate to field conditions and field needs of COIN, SSTR, and HADR operations. It assumes that mapping tools will affordable for use in the system and/or available through free and open source tools (FOSS).

1.4.7 Best Attempts to Adhere to Best Practices from Usability.gov

The design will make best attempts to follow the guidelines established at Usability.gov. See http://usability.gov/basics/. 

2 Applicable Documents

2.1 Government Documents

RFP 16019

ORD for RFP 16019

DoDD 8220.02

DoDD 3000.05

2.2 Commercial Standards

WiFi Networking (802.11b)

WiFi Networking (802.11g)

WiFi Networking (802.11n)

WiMAX

BGAN

rBGAN

VSAT

2.3 Open Source Standards

2.3.1 Protocols

LDAP

Lightweight Directory Access Protocol

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol - Secure

FTP

File Transfer Protocol

SFTP

Secure File Transfer Protocol

SSH

Secure Shell (http://tools.ietf.org/html/rfc4251)

SCP

Secure Copy 

WMS

Web Mapping Service (http://www.opengeospatial.org/standards/wms)

IRC

Internet Relay Chat (http://www.irc.org/)

XMPP

Extensible Messaging and Presence Protocol (http://xmpp.org/)

2.3.2 Data Standards

XML

Extensible Markup Language

XHTML

Extensible Hypertext Markup Language

RSS

Really Simple Syndication

GeoRSS
Geo Really Simple Syndication

KML

Keyhole Markup Language

JPEG

Joint Photographic Experts Group (image format)

MPEG

Moving Picture Experts Group (video format)

REST

Representational State Transfer

3 System Requirements

3.1 Description

The MESS-KIT is intended to catalyze information sharing across civilian and military partners to SSTR, HADR, and Counterinsurgency operations. 

3.1.1 System Components

3.1.1.1 Applications Software Package.

The ASP will perform five data functions:

1. Put/Get. Enable the user to deposit and withdraw information from an individual device. 

2. Query. Enable the user to query/search the data stored on an individual device. 

3. Log. Enable each device to log all transactions on the system.

4. Process/Store. Enable each device to process and store data deposited by a user. Note: This TRD will specify the methods for processing and storing data at the system level, but will not specify the methods used by individual FOSS/CoTS modules, which are beyond the control of the vendor.

5. Send/Receive. Enable each device to transmit data from its storage subsystem and receive data from other devices.

3.1.1.2 Virtual Machine Software Client 

The containing Virtual Machine Software Client will perform three functions:

1. Package. Encapsulate a full MESS-Kit into a virtual machine that can be opened across platforms: Linux, Mac, and Windows.

2. Distribute. Enable quick distribution and updating of the system via exchange of instances of virtual machines. 

3.1.1.3 Hardware

The containing Hardware will perform four functions:

1. Store. Keep a host operating system and virtual machine software on disk.

2. Host. Host the operating system in which the virtual machine software will run.

3. Connect. Create a physical connection to networks and attached devices, internally and externally (storage, printing, keyboards, mice, displays).

4. Carry. Encapsulate the entire system in a portable form factor that can be carried between locations.

Note: This TRD specifies the minimum hardware requirements to host an initial prototype of the VM + MESS-Kit. This hardware will host the environment wherein the virtual machine and MESS-Kit will reside. Over time, the highly portable nature of virtual machines will enable the MESS-Kit to reside on multiple platforms, from netbooks to data-center-level servers. This portability is an essential component of the scalability of the system.

3.2 System Performance (Technical Requirements and Constraints)

3.2.1 Hardware

3.2.1.1 Storage Space

Hardware shall provide storage capacity that is appropriate to medium-term persistence of imagery, video, and photography as well as databases and document repositories, no less than 200GB.

3.2.1.2 Processing Capacity

Hardware shall provide processing capacity that appropriate to fusing datasets, visualizing maps quickly, and hosting a web server environment for up to 12 simultaneous users. Processing will *not* be expected to be appropriate to video editing or imagery tile generation.

3.2.1.2.1 Latency

Hardware shall provide sufficient processing and memory capacity to permit average load times for web pages loaded from entirely local data via the web server environment to not exceed 10 seconds. 

3.2.1.3 Graphics Capacity

Hardware shall provide minimum display necessary to support viewing of satellite imagery at a viewable resolution, no less than VGA (800 pixels by 600 pixels).

3.2.1.4 Operating System Support

Hardware shall support modern operating systems, including Ubuntu Linux, Apple OSX v 10.4, and/or Windows XP Pro. 

3.2.1.5 Networking

Hardware shall support best available networking. Hardware shall support TCP/IP using PPP POTS modem, BGAN, VSAT, Wifi, cellular modem in the USB 2.0 port, or Ethernet CAT-5 cable in the RJ-45 connector. 

3.2.2 Virtual Machine Software

3.2.2.1 VM Creation

VM Client Software shall provide the capacity to load current state of at least one operating system into a virtual machine.

3.2.2.1.1 Operating System Support

VM Client Software shall support at least one free and open source operating system which can be freely redistributed without royalty fees or licenses.

3.2.2.1.2 Packaging and Distribution

VM Client Software shall enable users to save the current state of an operating system and all current applications and data into a clone virtual machine. This clone can be opened on a second piece of Hardware (compliant with specifications in this TRD) and used with a copy of the VM Software Client.

3.2.2.2 VM Updates

VM Client Software shall provide the ability to download updates to the VM Client Software application via both Internet download and locally connected storage device (e.g., USB memory stick or external hard drive).

3.2.3 Application Software Package (ASP)

3.2.3.1 Simplicity. Small primitives.

ASP shall provide a set of minimum essential functionality for civilian-military information sharing, including the following functions, which may be drawn from either FOSS software, COTS software, or a combination of both (with preference give to FOSS software):

3.2.3.1.1 Access Control

ASP shall provide a method for controlling and logging access to the ASP (Log). This method shall provide access to individual files and applications by user and group. ASP shall default to setting information access rights to "global, public." ASP shall provide each user with the option of limiting access to a document to one or more groups, or to one or more users.

3.2.3.1.2 Data Backup

ASP shall provide a tool to backup data stored in associated databases and filesystems to an external device.

3.2.3.1.3 Web Server Environment

ASP shall provide a web server environment, including the web server software, database, programming languages, and configuration files necessary to run all hosted application installed by the contractor.

3.2.3.1.4 Web Browser

ASP shall provide a web browser that is aspires to be compliant with XHTML1.1 and CSS2 (note: no browser is 100% compliant).

3.2.3.1.5 Search

ASP shall provide a search capability (Query) which can perform a full-text search by keyword across the filesystem. Each application in the ASP shall provide a search capability which can perform a keyword search within its database.

3.2.3.1.6 Document Management System with Viewer

ASP shall provide a document management system where a user can Put/Get data: upload one or more files, categorize those files by a system of terms (taxonomy), download documents to a local environment or storage device, and view files in common file formats for stability operations (including but not limited to word processing, spreadsheet, images, video, maps, RSS feeds, and web pages).

3.2.3.1.7 Wiki

ASP shall provide a wiki tool, where users shall be able to Put/Get data: enter data in wiki format collaboratively; search entries in the wiki by keyword; be able to track revisions of each wiki page; be able to restore web pages to a previous state; and be able to discuss conflicts over each wiki page in a compatible discussion forum.

3.2.3.1.8 Blog

ASP shall provide a blogging tool, where users can Put/Get data: post short text entries, categorize those entries with terms, search across the blog, and browse previous entries by date and topic.

3.2.3.1.9 Image Gallery

ASP shall provide an image gallery, where users can Put/Get data: upload images from COTS cameras, categorize those images with tags, and view images in a gallery format.

3.2.3.1.10 Portal with Feed Reader

ASP shall provide a basic portal where XML feeds from each ASP function can be aggregated and viewed (Send/Receive).


3.2.3.1.11 Mapping Tools

ASP will attempt to provide an affordable mapping application which enables users to Put/Get data: upload georeferenced data into a geocoder and to plot georeferenced data on a basemap of the area. Note: Open-source mapping applications are still in nascent form; COTS application may be a required choice to support this requirement.
If costs of these COTS tools escalated beyond 20% of the projected costs of the system, mapping tools may be dropped from the TRD.

3.2.3.1.12 Disaster Management System

ASP shall provide a disaster management tool which enables users to Put/Get data, including the ability to upload and view data about volunteers, upload, search and view data on missing people.


3.2.3.2 Interoperability

ASP shall provide a suite of applications which can expose lists of major entities in their data models to external applications via XML-based feeds (e.g., RSS, GeoRSS) and/or XMl-based APIs (e.g., REST).

3.2.3.3 Open Source

ASP shall provide applications whose source code is viewable and modifiable under common FOSS licenses, including GPL, LGPL, Creative Commons, BSD, and/or MIT.

3.2.3.4 System Administration

ASP shall provide a method for logging transactions on the system, including error messages, access control messages, and logs related to final Measures of Effectiveness (TBD).

3.2.4 Interface Requirements

3.2.4.1 Hardware Interfaces

Hardware shall provide at least one (1) USB 2.0 port, one (1) SVGA port (or DVI port with adapter), and one (1) RJ-45 Ethernet port. 

3.2.4.2 Virtual Machine Interfaces

VM Client Software shall provide virtual interfaces to at least one (1) USB 2.0 port, one (1) video interface, and one (1) Ethernet port.

3.2.4.3 Application Software Package (ASP) Interfaces

ASP shall provide interfaces to Send/Receive data with peer ASP instances (local or remote) via two methods:


1. Clones of the virtual machine instance that contain the ASP.


2. XML data feeds to external applications (e.g. RSS, GeoRSS).

3.2.5 Physical Form Factor

3.2.5.1 Hardware

3.2.5.1.1 Portability

Hardware shall be portable by two persons (less than 40kg). 

3.2.5.1.2 Environmental Factors

Hardware shall be appropriate for use in both sandy environments and tropical environments, from winter cold to summer heat. To keep costs lows and maintain simplicity, Hardware will not be hardened to MILSPEC, but will be expected to be used within shelters that protect them from water and dust to the maximum extent possible.

3.3 Design

3.3.1 Hardware

3.3.1.1 Selection

Hardware will be selected based on a balance between affordability, portability, durability, scalability, and simplicity. No hardware shall cost more than 2 times the amount for equivalent functionality in a COTS device. Hardware selection will prefer COTS devices over custom-built solutions.

3.3.1.2 Extensibility

Hardware will be extensible and scalable. Hardware shall offer the interfaces specified in 3.2.4.1 and shall support the addition of external hardware devices, networking devices, and graphic devices via these interfaces.

3.3.1.3 Durability

Hardware shall be built to maximize its durability in the austere conditions of the field, balanced with simplicity and affordability. Hardware shall be capable of working in a covered primitive structure without unacceptable risk to the internal hardware from water or sand. Hardware shall not be expected to comply with MILSPEC, nor shall the system increase component costs to beyond 2 times the rate of commercial, off-the-shelf computing system of similar specifications (processing, memory, and storage).

3.3.1.4 Affordability

Hardware shall be affordable, both as a system as individual components for spares.

3.3.1.5 Security

Hardware shall not be expected to offer hardware-level security.

3.3.2 Virtual Machine Client Software

3.3.2.1 Selection

VM Client Software shall be selected based on its ability to meet the specifications in 3.2.2.

3.3.2.2 Portability

VM Client Software shall be able to generate virtual machines that are portable across MESS-KITs. 

3.3.2.3 Scalability

VM Client Software shall be able to scale for use in mini-servers that are capable of providing ASP services to at least 12 people.

3.3.2.4 Affordability

VM Client Software shall be less than 10% of the system cost to license.

3.3.2.5 Security

VM Client Software shall not offer security beyond the access control to the operating system contained in a virtual machine instance.

3.3.3 Application Software Package

3.3.3.1 Selection

Applications selected for ASP shall support the functions listed in 3.2.3.1.

3.3.3.2 Extensibility and Openness

Applications selected for ASP shall be open source, defined as having source code that can be checked in and out of version control.

3.3.3.3 Simplicity

Applications for ASP shall provide minimum functionality. As a whole, ASP shall provide the basic functions for stability operations in compact, simple, maintainable package.

3.3.3.4 Scalability

Applications selected for ASP shall be scalable to at least 12 simultaneous users.

3.3.3.5 Affordability

Application selected for ASP shall not cost (individually) more than 20% of the total cost of the device.

3.3.3.6 Replicability

Applications selected for the ASP shall have configurations which are easily replicable across MESS-KITs.

3.3.3.7 Security

Applications selected for ASP shall support security by users, groups, and public access.

3.3.3.8 Log Message Generation

Applications selected for ASP shall provide one or more methods to log messages about errors, attempts to violate access controls, and current version of the software.

3.4 Documentation

Documentation shall be generated and delivered in accordance with the Statement of Work.

4 Quality Assurance Provisions

4.1 General

Prior to final Government acceptance, the MESS-Kit will be tested to ensure ... Testing shall be done to determine compliance with the requirements in Section 3 of this document.

4.1.1 Responsibility for Tests

The Contractor shall be responsible for verifying compliance with this specification. Government representatives (designated by the Sponsor) will witness testing at the Prototype Facility described in the Statement of Work and will certify results. 

4.2 Preliminary Acceptance Tests

The Contractor shall be responsible verifying that the Prototype meets the requirements of this specification.

4.3 Final Acceptance Tests

The contractor shall conduct Final Acceptance Tests to verify the MESS-KIT's ability to support the requirements in this document. 

5 5.0 Preparation for Delivery

The MESS-KIT shall be packaged for delivery according to best commercial practices and prepared for austere field conditions.

Supporting Documentation

2009.11.21 (Draft 0.43)
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